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SAE J1939 Transport Protocol
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Hypothesis

• Specification
• All directed requests to an ECU 

must be processed.
• Attack

• Send a high volume of SAE J1939 
requests to the target ECU

• Expected result
• In an attempt to serve the sent 

requests, the ECU fails to perform 
regular, more critical tasks like 
transmission of periodic messages
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Hypothesis
• Specification

• Exactly one established connection for 
unidirectional transfer

• Connection can be kept open for 1250 
milliseconds by not sending the end of 
message acknowledgment 

• CTS message can be sent to request 
message retransmission

• Attack
• Create multiple spoofed connections
• Keep connections open by 

• Sending CTS at intervals less than 1250 ms
• Not sending of end of message 

acknowledgement

• Expected result
• Denial of legitimate connection attempts to 

the target
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Hypothesis
• Specification

• Second byte of a CTS message indicates the number of data packets 
that can be sent over the transport protocol

• Attack
• Set the second byte of CTS to higher than maximum number packets 

to be sent (for our experiment we set this value to 6 which is more than 
the maximum number packets to be sent in our case)

• Expected Result
• Get back data that is not supposed to be returned in multipacket 

transfer
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Thank you
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